EasyFile System Help
- (Cybersecurity Notice Filings)
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Introduction

The web based Easy File application was designed to make filing of cybersecurity incidents easy
and quicker. The application provides an extensive help system to assist you while you are filling
out the notices. This manual will help you to navigate through the Easy File application to get you
filing submitted.

System Requirements

» EasyFile requires a currently supported version of Microsoft Edge or Firefox

» Java Script must be enabled in your web browser

» Cookies must be enabled in your web browser

» 128 Bit Encryption

» Adobe Acrobat Reader
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Getting Started
Please Note: Only a Security Manager can change EasyFile security or add a new user. If
you do not know who the Security Manager for your firm is, contact NFA's Information
Center (800-621-3570 or information@nfa.futures.org), and a representative will assist you.
ORS Security Managers do not automatically receive EasyFile security. Only those

individuals who have been assigned EasyFile security will be able to see and file EasyFile
filings.

» Security
When the Security Manager creates a new user for your firm or edits the security of an

existing user, he/she will be able to grant access to the Easy File System. Users can be
granted the ability to both Submit and Enter or only Enter filings for your firm (see picture
below). The “Submit and Enter” security will allow a user to both enter the information and
also submit the filing once complete. The “Enter” security will allow a user only to enter
information but they will not be able to submit them to NFA. Users that do not have any
security to the filings will be designated as “None”.

Account Information

NFA ID 012345 Trading Firm Inc
=

User ID Email Application Security

EROWNM1 MBROWN@NFA.ORG
First Name* Last Name* Application Security Type

MARY BROWN
Street Address 1% Street Address 2 Online Registration System —None- v

123 BROWN .

Easy File Systm —None— v

City™ Province

CHICAGO Disclasure Document System --None-- v
State™ Zip/Postal Code™

ILLINCIS ~ 60606 Regulatory Filing System --None-- v
Country® Phone Number*

UNITED STATES  w 3121934567 Promotional Filings System --None-- v
Fax Number Individual NFA [D***

Questionnaire System CNeme— v

Change Password Reset MFA
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A ing the E File Applicati
Once your Security Manager has set up your security for Easy File you can access the
application through Electronic Filings menu of NFA's website. Find the appropriate membership
category and click the expand button. The various systems applicable to that membership
category will appear. Click on the link for EasyFile Notice Filings. You will be taken to the
EasyFile Notice Filings page. Click on "Access the System" button.

You will then be prompted to sign on using your Easy File User Name and Password.

NFA

Please note: You are accessing a system containing CFTC records. Your usage may be
monitored, recorded, and subject to audit, and, by your use, you consent to
monitoring and recording. Unauthorized use of the system is prohibited and subject
to criminal and civil penalties. The CFTC requires that you use a complex password for
accessing CFTC records and that you change your password at a regular interval.

System Requirements

ORS will not be available for use Monday through Friday from 8:00 p.m. until
approximately 10:00 p.m. CT.

Username

Flease enier your

Username

Password Forgot your password?

Password
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The Filing Index is the main page of the Easy File application (See below). It is the first page you
will see after signing onto the system. The Filing Index lists information about all the filings that
have been submitted to NFA by your firm for the past three years and any outstanding filings that
have not yet been submitted.

(N FA Electronic Filing Syatems | WFA Rulsbook | Online Regintraton Sytam

Members Registration

EasyFile F iing Svetem

FI'II'I-::_F Incex

Vi 20 FOENITR B Py Tem (ordpmen U S Cormenpiy Futuey Teadee) Commmnsn (esor@n Vi vRgn MU [ monioeed apioried e
ool B0 e el By O o SRR K PR el e LRSI et 8 T W A e Al bl b D
el Dl bty T Cormrma et s Pl Ty el B COguitn i penind R DL 0900 (Gomwmms e et del] B s DR riad
PaTeed B 3 vegdas wbereal CAch T £ Qiate ol @ g 0 O, Mnes Sostet Armaral o Dl o g

Firen Marmse MFA 1D 2

IEme) Dt Tom Recoteed Dute Wersion of Sime Sales Pool  Raguiston Typa
ks Fioal | Crbarmsnunty ent Hctos 202018 12 PR 1 East Feom Frarous
G020 Bagdmor fiotcs o 5o nam P | 1 | —

ERET-RAT ] A3-07-JEH T 5 83 A i gt

ey e i fo-TeaeT 20 P 4 st

s dkgaal By Lafor. "l 10 58 P i [——

fih i ] Eagduior Rictem B0 2 | i S

The Filing Index displays the following information about each filing:

>

>
>

End Date — This is the date discovered of your filing. Information on your filing is current

up to this date. To open a filing click on the End Date.

Form Type — This is the type of form that was filed.

Received Date — This is the date that a submitted filing was received. Filings that have

not been submitted will not have a Received Date. In the case of amended filings, the

Received Date will always be the date the first time the filing was submitted.

Version of Stmt —The Initial Version of the filing will be equal to 1. Each time an

amendment is made to a filing, the Version of Stmt will be incremented by 1.

Status — This is the status of the filing. A filing can have one of the following statuses:

¢ Received — Indicates that the filing has been submitted.

e Unsubmitted — Indicates the filing has not been submitted. This will only display on
filings created manually (see Create New Filing) which are not required by NFA.

¢ Amending — Indicates that the filing is currently being amended.

Regulation Type — This will be the filing type that you are filing notice for—Non

Financial for cyber incident notices.
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Using the Create Filing button on the Filing Index page allows you to create filings that aren't
required by NFA but you wish to submit voluntarily.
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When the Create Filing is clicked a box will appear below the Filing Index for you to choose the form
type, filing type and date discovered of the filing. Select Cybersecurity Incident Notice as the form,
Notice as type, and enter the date the incident was discovered, and click Save.
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After clicking Save, the Create New Filing box will disappear, and the new filing will appear in the
Filing Index. If you do not wish to create a new filing, click the Cancel button and the Create New
Filing Box will disappear.
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Once you are ready to enter information in the notice, click the End Date of your new filing.

(N—F g Electronic Filing Systems | NFA Rulebook | Online Registration System

About Ne & Notices Members Registration Investors

R

You are g 4 system us c ity Fulres Trading Commession reconds. Vour usage may be mondored, recorded, and
subgec! bo 3udit, and, by your ule, you consent b0 mondcnng and recording Unautharized use of the system i prohibiled and subgect 1o criminal
and civil penates The Commession requires thal you use 3 Complax password for ALcesaing Commasion records and that you changs your
paswword 3 3 regulsr nterval Click the End Date of a flng to Open, Enter, Submat, Amend, or Delete a ling

Logout NFAID :
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Create Filing

A form will appear asking for the cybersecurity incident type, monetary loss value and contact
information. Complete the fields. Only one person can edit a filing at a time. Anyone else who
tries to open a filing currently being edited by another person will only be able to open the filing in
a read-only format. Click Browse or drag and drop files into the form to attach supporting
documents as required by the Interpretive Notice and click Save.

NFA

Filing Index Submit Filing Delete Filing Logout

Cybersecurity Incident Motice

Review filing for emrors MFA TD 2

< Previous Save & Hext ¥

Cybersecurnty InGident Motce
Cyberascurity ncidant Type
| Loss of Cusiomer'Counterparty Funds
] Laris of Firms Capdal
Logout | Loss of Cusiomer/Counterparty information
| Dther
Monetary Loss Value
) Dolar Value §
Hone
) Undeterrsined

In the evenl that clarfication is required. please il i the information fos the
Preparer of the Kotice,

Praparsrs First Mams
Preparers Last Hame
Praparer's Tith
Preparers Phone Msmbes
Praparers Email Addiess

Browse...

o 30 Nl havk diy JOCUMBNLS JNached Bo B Hing

< Previous Save =] Next »




Savi inf .
The information you enter into a filing is saved either by clicking the Save button above and below
the filing (the Save button is not visible on filings that have already been submitted) or clicking on
any other buttons on the form including the Next and Previous buttons. The only times your data
will not be saved is if you close your web browser, click the refresh button on your browser, or
your session times out due to inactivity (Your session will time out after about 20 minutes of
inactivity).

Summary of Errors and/or Warnings

After you have entered all information and attached the applicable file(s), you must click Review
filing for errors in the left-hand menu. The system will evaluate the information on the filing with a
set of rules. If the filing fails any of these rules, then a list of the warnings and/or errors that the
filing failed will be displayed. (see below). Clicking on the error or warning will bring you back to
the filing and set focus to the box that is in question.

NFA

EasyFile Filing System Summary of Errors and/or Warnings

‘ou must select st lesst ane Cyber security Incident Type.
ou

cannot enter a negative dollar value
‘ou must

ror
rror
Tor

St sttach at least one document to this filing.
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st select st lesst ane oplion for Manetary Loss

Back To Filing

» Warnings - If a filing only fails rules of the type “Warning” the filing can still be submitted but
you should look at the warnings to verify that all the information was entered correctly. If you
choose to submit the filing with warnings, click the “Submit with Warnings” button and the
Submission Oath page will be displayed

» Errors - If a filing fails any rule of type “Error” then the error must be corrected before you
will be able to submit your filing. For example, if you do not attach a document to the filing
and try to submit then the validation page will display with an error indicating the document
must be uploaded. You will need to correct all errors before you will be allowed to submit the
filing.

Submitti Eili
After you are finished reviewing your filing, you will let NFA know you are finished by clicking
“Submit Filing” at the top of the page. If there are no errors on the filing the Submission Oath will
appear (see below). If you agree with the oath, click the Submit Filing button below the oath to
finish submitting the filing. After clicking the Submit Filing button, the Submit Receipt page will
be displayed. If you don't agree with the oath, click the “Back to Filing” button which will redirect
you back to the Filing Index.
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NFA

Filing Index Delete Filing

EasyFile Fiing System
Oath
Jout

01-29-2019 NFA ID :

{ Previous Save = MNext »
| hatatry afhem that, 1o the best of my knowiedge and bebiel, the information contained in this #lng 15 accurate and complele
Name: John Dee
Name of Company: ABC Corporation
Submit Filing
14 Previous Save E MNext »

Upon successfully submitting your filing, the Submission Received page will display (see below).
This is your verification that the filing was successfully submitted to NFA.

NFA

EasyFile Financial Notice Filing

Fili ng System Thank you. Your filing has been successfully filed with NFA

Filing Index

Viewi | ling Fili

To view a filing, click the End Date of the filing in the Filing Index. Filings that have already been
submitted will open in a read only format and cannot be edited. If you want to make changes to a
filing that is already submitted, click the Amend Filing in the top menu.

The top menu can display any of the following items based on the filing status and the user's
security settings for Easy File. Clicking any of the top menu items will automatically save any
changes made to the statement. There are no Top Menu items available on the Filing Index.

» Filing Index — Clicking the Filing Index on the Top menu will bring you back to the Filing
Index page. This menu item is always displayed.

» Submit Filing — Submit Filing will attempt to submit the filing. Before the filing is submitted it
is checked for errors. If there are any errors, a Validation screen will display listing the errors
found in the filing. If there are no errors, then the Submission Oath is displayed (see “How to
Submit a Filing” for more details). Submit Filing is only displayed when an unsubmitted filing is
open and the person signed in has Submit privileges.

» Amend Filing — Click this menu item to amend a filing. Amend Filing is only available when
you are viewing a filing that has already been submitted.

» Delete Filing — Clicking the Delete Filing menu item will delete the filing. Submitted
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filings cannot be deleted.

Help — This will bring up the Easy File System Help. This menu item is always
displayed.

Logout — Clicking Logout will log you out of the system and close your browser. This menu
item is always displayed.

Revised April 2025 | 10



	Introduction
	System Requirements
	Getting Started
	The Filing Index
	Create Filing
	Saving your information
	Summary of Errors and/or Warnings
	Viewing and Amending Filings
	Top Menu Items

