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COMPLAINT

Having reviewed the investigative report submitted by the Compliance
Department of National Futures Association (NFA), and having reason to believe that
NFA Requirements are being, have been, or are about to be violated and that the matter
should be adjudicated, this Committee issues this Complaint against OANDA

Corporation (OANDA).

ALLEGATIONS

JURISDICTION

1. At all times relevant to this Complaint, OANDA was registered with the
Commodity Futures Trading Commission (CFTC) as a futures commission
merchant (FCM) and retail foreign exchange dealer (RFED) and approved as an
NFA Member and forex dealer member (FDM). As such, OANDA was and is
required to comply with NFA Requirements and is subject to disciplinary
proceedings for violations thereof.

BACKGROUND

2. OANDA became an FCM Member of NFA in March 2003 and an RFED and FDM

in October 2010. The firm is headquartered in Toronto, Canada. OANDA's




principal business is offering or engaging in off-exchange foreign currency
transactions (forex).

In May 2018, OANDA was acquired by a subsidiary of a private equity and
investment advisory firm. The acquisition closed in October 2018.

Starting at about the time of the acquisition, NFA noted an increase in the number
and degree of deficiencies occurring at the firm.

As alleged in more detail below, NFA identified these areas of deficiency to
OANDA on separate occasions in 2018 and 2019 and instructed the firm to
correct the deficiencies. At the same time, NFA also notified OANDA of the
seriousness of these deficiencies and that continued deficiencies could subject
the firm to disciplinary action.

When NFA examined OANDA again in 2020, the firm had repeat deficiencies in
several of the areas that NFA had identified previously to the firm.

APPLICABLE RULES

NFA Compliance Rule 2-9(c) and related Interpretive Notice 9045, entitled "FCM
and IB Anti-Money Laundering Program," require an FCM Member to develop and
implement a written anti-money laundering (AML) program approved in writing by
senior management reasonably designed to achieve and monitor the Member's
compliance with the applicable requirements of the Bank Secrecy Act (BSA), the
implementing regulations promulgated thereunder by the Department of the
Treasury and, as applicable, the CFTC. NFA Compliance Rule 2-9(c) states, in
pertinent part, that a firm’s AML program must establish and implement policies,

procedures and internal controls reasonably designed to ensure compliance with

the applicable provisions of the BSA.




10.

Interpretive Notice 9045, entitled "FCM and I1B Anti-Money Laundering Program,"
highlights the minimum standards that are part of an adequate AML program,
provides additional guidance on satisfying the requirements of Compliance Rule
2-9(c), and discusses key components of the firm's policies, procedures and
internal controls, which include detecting and reporting suspicious activity. In
addition, the Interpretive Notice provides examples of suspicious transactions and
"red flags" that could cause further investigation by a firm, identifies wire transfer
activity as one area that firms should give heightened scrutiny, and includes
detailed information about monitoring accounts for suspicious activity. The Notice
also states that a firm's compliance program must require employees to notify
identified firm personnel of any potential suspicious activity, and such personnel
must evaluate the activity and decide whether it warrants reporting to the
Financial Crimes Enforcement Network (FInCEN). For transactions occurring
after May 18, 2004, an FCM must also file a Suspicious Activity Report (SAR) with
FinCEN.

NFA Compliance Rule 2-36(e) requires each Member FDM to diligently supervise
its employees and agents in the conduct of their forex activities for or on behalf of
the firm.

Interpretive Notice 9070, entitled "Information Systems Security Programs" and
relating to NFA Compliance Rule 2-36(e), requires each Member FDM to adopt
and enforce a written information systems security program (ISSP) reasonably
designed to provide safeguards to protect against security threats or hazards to its

technology systems. Among other things, the Notice requires that the ISSP

identify significant internal and external threats and vulnerabilities in a number of
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areas, including data and electronic infrastructure; document and describe
safeguards deployed to address the threats and vulnerabilities; set out the firm's
incident response plan; and describe required employee training, which must
occur upon hiring and annually thereafter. Additionally, the Notice provides that
the ISSP must include procedures to promptly notify NFA of a cybersecurity
incident related to its commodity interest business and that results in, among
other things, any loss of customer or counterparty funds.

11.  Interpretive Notice 9053, entitled "Forex Transactions" and relating to NFA
Compliance Rule 2-36(e), provides additional guidance on the supervision
requirements under Compliance Rule 2-36 and requires Members to establish,
maintain and enforce written supervisory procedures. The Notice also discusses
procedures for an adequate supervision program, including procedures for
handling and resolving customer complaints.

12. NFA Financial Requirements Section 13 requires each Member FDM to submit a
daily electronic forex report to NFA which, among other things, shows liabilities
owed to customers and any other financial or operational information required by
NFA. The "Forex Transactions" Interpretive Notice also discusses an FDM's daily
and monthly reporting obligations.

COUNT |

VIOLATIONS OF NFA COMPLIANCE RULE 2-9(c): FAILURE TO IMPLEMENT AN
ADEQUATE ANTI-MONEY LAUNDERING PROGRAM.

13.  The foregoing paragraphs are realleged as if fully stated herein.

14. During NFA's 2020 exam of OANDA, NFA learned that a U.S.-based OANDA

customer had contacted the firm and complained that his account was hacked.




15.

16.

17.

18.

19.

20.

21,

22.

The customer informed OANDA that, without his authorization, $5,000 had been
transferred out of his account and into a United Kingdom (U.K.) bank account he
did not recognize.

Prior to that unauthorized transfer, an unknown individual had added a U.K. bank
account to the U.S. customer's profile with OANDA.

The addition of a new, out-of-country account to a customer's profile was
suspicious activity covered under the red flags set out in OANDA's AML
procedures.

Additionally, the request to transfer funds to an account that differed from the one
the customer had used to deposit funds into his OANDA account was also
suspicious activity covered under the red flags set out in OANDA's AML
procedures.

OANDA's AML procedures required staff who observed red flags with respect to
an account to report the suspicious activity to the firm's AML Compliance Officer
immediately.

However, OANDA staff failed to abide by the firm's AML procedures and failed to
notify OANDA's AML Compliance Officer immediately of the suspicious activity set
out above.

After the customer complained to the firm, OANDA then filed a SAR and issued a
$5,000 credit to the customer.

OANDA's failure to abide by its AML procedures was a repeat deficiency from
NFA's 2018 exam.

Specifically, the 2018 exam revealed that OANDA failed to follow its AML policies

and procedures. For example, the firm failed to flag any accounts that initiated
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23.

24

three or more deposits per week, contrary to the firm's AML policy. In those
instances where OANDA flagged an account, the firm's review of the accounts
was insufficient given that the activity was sometimes not reviewed for a month or
more after the suspicious activity had occurred. OANDA also opened customer
accounts that were considered high risk based on the parameters set forth in its
AML procedures and did not have any method to track or supervise these
accounts.

Although OANDA undertook corrective action after the 2018 exam, such
corrective action was insufficient, as NFA's 2020 exam revealed the firm was still
failing to follow its AML procedures.

By reason of the foregoing acts and omissions, OANDA is charged with violating
NFA Compliance Rule 2-9(c).

COUNT II

VIOLATIONS OF COMPLIANCE RULE 2-36(e): FAILURE TO ADOPT AND
IMPLEMENT AN ADEQUATE INFORMATION SYSTEMS SECURITY PROGRAM.

25.

26.

27.

28.

The foregoing paragraphs are realleged as if fully stated herein.

NFA's 2020 exam revealed the ISSP, dated April 2019, that OANDA used was
patently insufficient.

For example, the ISSP did not include numerous required sections, including
training, risk assessment, incident response, and access controls.

Beyond the deficiencies apparent in the ISSP, OANDA also failed to provide all
required employees with training on the ISSP. Specifically, in the period tested,
OANDA had failed to train at least 20 employees who should have received ISSP

training.




29.

30.

31.

32.

33.

34.

Additionally, OANDA failed to implement safeguards for risks it had identified,
contrary to its ISSP and NFA requirements.

Finally, as alleged above in Count I, an OANDA customer informed the firm that
$5,000 had been stolen from his OANDA account in a hack. Yet OANDA failed to
file the required notice with NFA regarding this cybersecurity incident that involved
its commodity interest business and resulted in a loss of customer funds.
OANDA's failure to adopt and implement an adequate ISSP, including its failure to
abide by the training requirement, is a repeat violation from NFA's 2018 exam.
Specifically, the 2018 exam found that OANDA's ISSP lacked numerous required
elements, although many of these were different than the required elements
missing from the April 2019 ISSP. Additionally, the 2018 exam revealed that
OANDA had failed to provide required training to employees on its ISSP.

Although OANDA undertook corrective action after the 2018 exam to address
these deficiencies, such corrective action was insufficient, as NFA's 2020 exam
revealed the firm was still maintaining an inadequate ISSP and still failing to train
employees as required.

By reason of the foregoing acts and omissions, OANDA is charged with violating

NFA Compliance Rule 2-36(e).




COUNT il

VIOLATIONS OF NFA COMPLIANCE RULE 2-36(e): FAILURE TO IMPLEMENT
WRITTEN SUPERVISORY PROCEDURES FOR HANDLING AND RESOLVING
CUSTOMER COMPLAINTS.

35.

36.

37.

38.

39.

40.

41.

The foregoing paragraphs are realleged as if fully stated herein.

OANDA has established procedures for the handling and resolution of customer
complaints, as required by the Interpretive Notice to NFA Compliance Rule 2-
36(e), entitled "Forex Transactions."

OANDA's customer complaint procedures require the firm's customer service
personnel to flag customer communications as complaints when certain criteria
are met. Communications that have been flagged as complaints are then
reviewed by OANDA's compliance department on a weekly basis.

OANDA's customer complaint procedures also require information about the
complaint to be documented, including a description of the complaint resolution.
Yet contrary to OANDA's written customer complaint procedures, NFA's 2020
exam revealed that the firm's customer service personnel frequently failed to flag
customer communications as complaints, even though the communications met
the complaint criteria outlined in OANDA's procedures.

Because these complaints were never flagged at the customer service level, they
were never escalated to compliance personnel for review as set out in the
customer complaint procedures.

Additionally, the 2020 exam revealed that OANDA repeatedly failed to adequately

document customer complaints and their resolution, contrary to OANDA's

customer complaint procedures.




42.

43.

44.

45.

46.

The 2018 exam of OANDA had also revealed that the firm repeatedly failed to
properly flag and document customer complaints and their resolution.

Although OANDA undertook corrective action regarding the handling of customer
complaints after both the 2018 and 2020 exams, this corrective action was
insufficient.

OANDA continues to fail to flag customer communications as complaints when
required, hindering compliance review of those complaints.

For example, on at least three occasions after the 2020 exam concluded, OANDA
customers complained to the firm, but the firm failed to properly flag these
complaints.

By reason of the foregoing acts and omissions, OANDA is charged with further
violating NFA Compliance Rule 2-36(e).

COUNT IV

VIOLATIONS OF NFA FINANCIAL REQUIREMENTS SECTION 13: FAILURE TO
SUBMIT ACCURATE DAILY FOREX REPORTS.

47.

48.

49.

The foregoing paragraphs are realleged as if fully stated herein.

Over an approximately one-month period in January and February 2020, OANDA
submitted six daily forex reports to NFA that contained inaccurate unrealized
profit/loss (UPL) figures. Each of the six reports set forth UPL figures that had
been copied exactly from the previous day's daily forex report. OANDA corrected
the reports after the filing deadline had passed.

OANDA's failure to make accurate filings under NFA Financial Requirements

Section 13 is a repeat deficiency.




50.

51.

52.

53.

54.

55.

For example, in 2019, OANDA made a total of 12 inaccurate daily forex reports—
including reports with inaccurate UPL figures. OANDA self-corrected some of
these inaccuracies before the filing deadline had passed, but others were only
corrected when NFA prompted OANDA do to so.

NFA's 2018 exam also found OANDA reported inaccurate information in its
monthly forex reports. In that case, the firm had migrated to a new back office
system but failed to include all accounts, which resulted in inaccurate figures being
reported throughout the reports. To remediate, OANDA had to refile its January
2018 through September 2018 monthly reports.

In addition to its inaccurate filings under Financial Requirements Section 13,
OANDA also previously failed to make timely filings under other NFA Financial
Requirements. For example, despite being undercapitalized for a four-month
period starting in April 2019, the firm did not file notice of its capital shortfall with
NFA until August 21, 2019.

Additionally, OANDA delayed filing notice with NFA until September 5, 2019 that
the firm violated its equity withdrawal restriction level by making dividend
payments in April and May 2019.

NFA sent OANDA a warning letter on September 30, 2019 regarding the 2019
inaccurate filings under Financial Requirements Section 13 and late filings under
other Financial Requirements, among other issues. In response, OANDA
represented it was taking corrective action, including hiring additional staff and
purchasing computing resources.

However, this corrective action was insufficient, as OANDA continued to make

inaccurate daily forex filings in 2020, as alleged in paragraph 48 above.
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56. By reason of the foregoing acts and omissions, OANDA is charged with violating
NFA Financial Requirements Section 13.
COUNT V

VIOLATIONS OF NFA COMPLIANCE RULE 36(e): FAILURE TO SUPERVISE.

57.  The foregoing paragraphs are realleged as if fully stated herein.

58.  As alleged above, OANDA failed to meet its obligation to diligently supervise its
forex business and its employees.

59.  Over the last two years, NFA identified the areas of deficiency to OANDA and
instructed the firm to correct the deficiencies. Concurrently, NFA informed the
firm of the seriousness of the deficiencies and that continued deficiencies could
subject the firm to disciplinary action.

60.  Nevertheless, NFA found that OANDA continued to fail to abide by its AML
procedures; to adopt and enforce an adequate ISSP, including providing required
training on the ISSP; to implement its written supervisory system for handling and
resolving customer complaints; and to make accurate daily forex filings to NFA.

61.  As with every other deficiency alleged in this Complaint, OANDA's failure to
supervise is itself a repeat deficiency. NFA advised OANDA in a letter dated
March 4, 2019 that the firm was failing to adequately supervise its activities. NFA
again advised OANDA in a letter dated September 30, 2019 that the firm's
repeated deficiencies raised concerns about its commitment to ensuring
compliance at alf times with its regulatory obligations.

62.  Yet, despite these repeated admonitions, OANDA has failed to diligently
supervise its employees and forex activities to ensure compliance with NFA

requirements.
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63. By reason of the foregoing acts and omissions, OANDA is charged with violating
NFA Compliance Rule 2-36(e).

PROCEDURAL REQUIREMENTS

ANSWER

You must file a written Answer to the Complaint with NFA within thirty days
of the date of the Complaint. The Answer shall respond to each allegation in the
Complaint by admitting, denying or averring that you lack sufficient knowledge or infor-
mation to admit or deny the allegation. An averment of insufficient knowledge or infor-
mation may only be made after a diligent effort has been made to ascertain the relevant
facts and shall be deemed to be a denial of the pertinent allegation.

The place for filing an Answer shall be:

National Futures Association

300 South Riverside Plaza

Suite 1800

Chicago, lllinois 60606

Attn: Legal Department-Docketing

E-Mail: Docketing@nfa.futures.org

Failure to file an Answer as provided above shall be deemed an admission
of the facts and legal conclusions contained in the Complaint. Failure to respond to any
allegation shall be deemed an admission of that allegation. Failure to file an Answer as
provided above shall be deemed a waiver of hearing.

POTENTIAL PENALTIES, DISQUALIFICATION AND INELIGIBILITY

At the conclusion of the proceedings conducted in connection with the
issuance of this Complaint, NFA may impose one or more of the following penalties:

(@  expulsion or suspension for a specified period from NFA membership;
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(d)
(e)

bar or suspension for a specified period from association with an NFA
Member;

censure or reprimand;
a monetary fine not to exceed $500,000 for each violation found; and

order to cease and desist or any other fitting penalty or remedial action not
inconsistent with these penaities.

NATIONAL FUTURES ASSOCIATION
BUSINESS CONDUCT COMMITTEE

Dated: March 8, 2021 By: /L) &%1/

(%alrperson
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